
IoT-Zoo: A Container-Based Framework for 
Heterogeneous IoT Device Profiles and 

Reproducible Traffic Capture

Vagner Ereno Quincozes, Diego Kreutz (presenter), Silvio Quincozes

https://gt-iotedu.github.io/



Contextualization

● IoT research depends on realistic and reproducible 
experimental data.
 

● Real deployments combine many domains, devices, payloads, 
and communication patterns.

● Security and networking solutions need traffic that reflects 
this heterogeneity.
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Current Gap

● Existing testbeds often prioritize scale over diversity.

● Many platforms scale by replicating a small number of device types.

● This limits the representation of real IoT behavior, such as:

○ sensing modalities; 

○ update rhythms;

○ payload structures; and 

○ protocol stacks.
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IoT testbeds and traffic generation frameworks
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Testbed / Project Diversity
TON_IoT 10 sensors/devices
Gotham 11 distinct profiles
GothX 11 distinct profiles

DoS/DDoS MQTT 13 sensor types

IoT-Zoo: 43 distinct profiles 
(e.g., environmental, smart building, industrial, smart agriculture, 

human-centric, cameras)



Proposal: IoT-Zoo
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43 

distinct profiles
in IoT-Zoo

3.3×
higher diversity than the 

second most diverse 
compared platform

+231%
increase in 

profile diversity



What does IoT-Zoo provide?
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● Dataset-driven IoT profiles encapsulated as Docker containers. 

● Automated orchestration with Containernet and a virtual 
network topology. 

● Real application protocols, including MQTT telemetry and RTSP 
video streams.

● Single-command execution with automated PCAP capture and 
service logs.
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Proposal: IoT-Zoo



Proposed Architecture
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Reference Implementation of the IoT-Zoo
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Reference Implementation of the IoT-Zoo
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Infrastructure HUB



Reference Implementation of the IoT-Zoo
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Public IoT Datasets



Reference Implementation of the IoT-Zoo
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Urban Observatory
Datasets



Reference Implementation of the IoT-Zoo
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Urban Observatory
Datasets

662 physical sensors aggregated 
from 2025 urban data
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Network metrics for IoT device profiles

Periodic telemetry | High-volume streams | Bursty behavior
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Network metrics for IoT device profiles

Periodic telemetry
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Network metrics for IoT device profiles

High-volume streamsHigh-volume streams
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Network metrics for IoT device profiles

Bursty behavior
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Resource Consumption Profile by Device Category
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Resource Consumption Profile by Device Category

Low memory footprint
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Resource Consumption Profile by Device Category

Controlled CPU usage
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Resource Consumption Profile by Device Category

Lightweight and predictable resource footprint with 46 
heterogeneous containerized profiles on commodity 

hardware: 4 vCPUs and 8 GB RAM.



Final Remarks

● IoT-Zoo is a container-based testbed for reproducible IoT 
experimentation. 

● It supports 43 heterogeneous IoT device profiles across 
multiple domains. 

● The framework automates topology deployment, traffic 
generation, and PCAP capture. 

● Results indicate that IoT-Zoo can reproduce diverse traffic 
patterns with low resource consumption.
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Future Work

● Make the topology parametrizable, allowing users to define the 
number of nodes, gateways, and scenario configurations. 

● Integrate new communication protocols, such as CoAP, Zenoh, 
and XRCE-DDS. 

● Add more IoT device profiles from different application 
domains. 

● Include attack scenarios with ground-truth labels for security 
and intrusion detection experiments.
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Thank you! Questions?

https://gt-iotedu.github.io/
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